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Private IP Dynamic Network Manager Overview

Private IP Dynamic Network Manager (DNM) enables you to make changes to your Private IP Ports,
Committed Access Rates (CARs), and customer egress profiles.

Features & benefits

Following are the features and benefits of Private IP Dynamic Network Manager:

Schedule a Port or CAR change order up to one year in advance

Make bandwidth changes in minutes through Verizon Enterprise Center

Subscribe to electronically delivered activity reports

Download a site detail report in Microsoft® Excel®

Access a Customer Edge (CE) sample configuration

Issue a specific set of Ping and Show commands on the Provider Edge (PE) Router
Make real-time application aware network adjustments

Components

Private IP Dynamic Network Manager consists of three components:

Looking Glass: Allows Users to view the configuration information of their Multiprotocol Label
Switching (MPLS) networks. It is a mainly a "view only" interface, but there are Looking Glass orders
that allow Users to make certain non-billable Layer 3 configuration changes to their Private IP sites.
Looking Glass sample configurations can be downloaded for your CE router. Looking Glass also allows
specific PING and Show commands to be issued. Private IP customers can use Looking Glass to see
and make settings changes to network service attributes. They can also determine how their sites are
configured at the Provider Edge (PE) devices on the network.

Dynamic Port (DPORT): Allows Users to make PIP transport circuit up/down speed changes.

Dynamic CAR (DCAR): Allows Users to make up/down speed changes to their Expedited Forwarding
Committed Access Rate (EF-CAR) speeds including Quality of Service (QOS) egress profiles.

Note: Since DPORT and DCAR enable price impacting changes, they both require specialized Verizon
Enterprise Center (VERIZON ENTERPRISE CENTER) entitlements or permissions. Contact your Account
Team for assistance with setting up these permissions.

Business rules for Private IP Virtual Private Networks (VPNs)

The following business rules apply with Private IP (PIP) Dynamic Network Manager:

o Available to existing and new customers, both customer-managed and those using Verizon
Managed Services.

o Available for sites located globally. Note: There are countries where Dynamic Port cannot be
supported due to contractual obligations with our partners. Your account team can provide
details on availability.
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o Available on direct connections:

o For Private IP ports with a W prefix: Dynamic Port is available on direct connections using Time
Divisional Multiplexing (TDM) in all regions. Direct Ethernet Access is supported in select
countries in Europe.

o For Private IP ports with a B prefix: Dynamic Port is available on both direct connections using
TDM access or Ethernet Access in the United States.

o For Private IP ports with a C prefix: Dynamic Port is available on both direct connections using
TDM access or Ethernet Access in all regions.

e For Private IP ports with a W prefix: Dynamic Port requires an initial full port speed of T1, E1, E3, DS3,
OCS3, STM1, OC12, STM4, and 1 Gigabyte Ethernet (Europe Only).

e For Private IP ports with a B prefix: You can order a lower initial Private IP TDM and Ethernet Port speed
and then use Dynamic Port to raise or lower the speed to the level you want in the United States.

e For Private IP ports with a C prefix: You can order a lower initial Private IP TDM and Ethernet Port speed
and use Dynamic Port to raise or lower the speed to the level you want in all regions.

e Some restrictions apply:

o Dynamic Bandwidth (DCAR and DPORT) is not supported on customer sites using the MPLS
VPN Inter-provider Connection (MVIC).

DPORT is not available with direct connections using NxT1/NxE1 with MLPPP or MLFR.
"DCAR only" (i.e., when not sold with DPORT) is available on the following access types: NxT1
with MLPPP, and MLFR for U.S. sold sites only.

o Because of contractual agreements, there are countries where Dynamic Port cannot be
supported. Contact your Verizon Account Team for more details.

e Below are detailed rules for DPORT changes per day on Private IP ports with a “C” prefix.

o Unlimited Speed Change Requests: you can make more than one speed change request during a
24-hour period. Greenwich Mean Time (GMT) is used as the start/stop reference for a DNM 24-
hour time period. DPORT/DCAR speed changes can be made up until (but not after) 11:00 p.m.
GMT.

o Ability to Reverse Speed Change Requests: Within 60 minutes of making a speed upgrade (or
downgrade) request, you can “correct” the request (as needed) by reversing the speed change
request back to the original speed. After 60 minutes the speed change will be completed from a
billing perspective. One speed correction is allowed during a 24-hour period.

o Billing: Verizon will continue to bill in 24-hour minimum daily increments. The highest speed
change request made during a 24-hour period will be the speed that is passed to billing for that
day.

o Carry Over Speed: The last speed entered for the day will be the one that gets carried over to
the next day and be in effect.

For your information:

The Dynamic Network Manager feature does not support Open Shortest Path First (OSPF) or IP
Multicasting access at this time. It is important to modify your router configuration for Dynamic CAR and
Dynamic PORT in order to keep your router in sync.

If you select Gold CAR (Expedite Forwarding) for Voice over IP calls, a reduction of the CAR value (e.g.,
40.456 reduce to 8K) can directly affect the quality of all Voice over IP calls on this link.
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Accessing Dynamic Network Manager

Click Dynamic Network Manager on the Verizon Enterprise Center (VEC) home page to go to the DNM Dashboard page.
It can be found under “Managed Accounts / Product Tools” or when you scroll down under product tools.

—_

Go to http://sso.verizonenterprise.com. The sign in page appears.

2. Enter your user name and password and Click Sign In.

3. Verizon Enterprise Center home page appears.

4. Click on Dynamic Network Manager, found under Product Tools.
Dashboard

The DNM Dashboard presents Users with circuits that might require immediate attention. The circuits are
arranged by category in horizontal rows. These categories include circuits exhibiting high utilization (thus at
risk for packet loss), New Activations, and so on. DNM includes artificial intelligence capability to allow it to
learn over time which issues/circuits are of most interest to a User and adjust screen presentation around
those preferences.

Mome Metwerk  PolcyMansgement A1 Reperts

Key Features

Select Network to see your Verizon Private IP, Internet Dedicated, Ethernet Switched E-Line or Secure
Cloud Interconnect (SCI) Services.
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http://sso.verizonenterprise.com/

Dynemic Nebwork Marsrger Home MNetwork PolicyManagement APi Reports

Pubiic 1P sl Emormet Service Mansgoment

caton Dmhary Marugemanc?

+ Router Commands (and all other Looking Glass settings information)
« Dynamic Port (DPORT)

+ Dynamic CAR (OCAR)

« Bulk Operations for DPORT, DCAR and Circuit Description changes*

The Dashboard displays a menu of your Verizon Enterprise Center entitled IP services choices. Choose
Network to list the circuits in inventory that you have permission to review.

Private IP circuit List after selection under Network Menu

N ® . 000 @t
verizon’ [ reeees ]
Dyramsc Network Manager Home Network API Reports Search Q
Private IP " e
iventory €
AP v F fukOpenstions | L Bwon VO
CircuitiD COI08468 PortSpecd Encopsulation ServicoType
ServicelD 146124672 & bos ETHERNET Not Managed Actons v o +
PyC 5820262 Roalima CAR Toatic Rudo Boscription? Protoronces
VPN ACME. Fabrication KPS G4 Store 44 @ Utiization Notifications
VRF Name V795357 ACMEFabrication Chonge Homcasone
VPN Address s Addrese Entitements
180 ALLENRD ATLANTA, GA =@ ActvatonStatus
30028-4862 USA o Actic @
Lartn Cortiicate
CircuitID COI31900 PortSpecd Encapsulation ServicaType
CoedtiDCOI1900 Foteee s Seetre, Actons v ca +
PVC5928656 ReakmeCAR Tottchde Descrition pretoronces /
VPN ACME-Fabrication Okeps a test4 @ Utiization Notifcations
VRF Name V010857 ACMEFabrication Change Notiications
VPN Address. NetworkIPV4 Address Entivements
15218117842

@ Activation Status
ot Avaiaic @

L8etn Gerticate /

Birth certificate: This option is for information only and allows users to download the initial details for the
circuit. This includes the RFC 1564 test, if it exists, the initial activation of a circuit. It will provide the
Activation date, user that activated the circuit, RFC 1564 test results if they exist. Current PVC / EVC
Configuration and Traffic Utilization.

Health test program: This option is for users to verify the health of the logical systems to ensure all
systems are accurate. Users can use this option, if they are seeing order failures to run through to verify
DNM that interact with DNM.
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Feedback

Dynamic Network Manager Home Network APl Reports o.v
Private IP @
—
T Bulk Operations 4 Export Y &
CircuitID XXXXXXXX PortSpeed Encapsulation Service Type
Actions v <
Service D XXXXXXXX 1536 Kbps FR Not Managed @ 2+
PVC XXXXXXXX Realtime CAR Traffic Rule Description /' Preferences /'
VPH XXXXK XXRRKURX OKbps a1 backupCASA Utiization Notifications
XXXX XXKXXKKX XXXXX Change Notifications
RD GA 91350 USA Equipment IP Entitiements
XXXKXXXXRXX e oo @ Activation Status
@ Pending
< D
CireuitID XXXXXXXX PortSpeed Encapsulation Service Type netions
R
ServiceID XXXXXXXX 8 Mbps ETHERNET Not Managed & +
PVC XXXXXXXX Realtime CAR Tratfic Rule Description / Preferences [/
VPN XCKKKXXXNXRHX 5000 Kbps R2 Utilization Notifications
XXXXXXXX XXXXXXXX Entitiements Change Notifications
XXXXXXXX Equipment IP Y
68.130.174.85 Activation Status

Search, notification alert, documentation & help, interactive tour

@ Pending

o<

N

Select circuit list
views with different
levels of detail

The Dashboard offers Search commands, notification alerts as well as documentation and help options. See
the Icon list for each below.
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Documentation & help, interactive tour

The documentation help screen provides links to user guides, help desk for each product.

Documentation & Help
Frivate IP Internet Dedicated Secure Cloud Interconnect
O Help Desk O Help Desk O Help Desk.
E User Guids E User Guide
B weicome i B weicome kit
DNM Activation E-Line
E Uzer Guids O Help Desk
E User Guide
VEC Support

verizon’



Search

Search allows Users to look up circuits by circuit ID, service ID, VPN, or location. You can also display search
results by Location for multiple service types i.e., Private IP, Public IP, Secure Cloud Interconnect (SCI) and
SDWAN Co Management (Versa). You can refine your search further by accessing the “Filter” menu.

Fiehardsen m

Search results for Richardson & record(s) found

PIP 1 recora(s) touna
PVCID JO0000OM VPN Name Address <
Site 1D JOOOOCNX ;((%;(;(t}fx);&nuxx 400 n
VPNID %)
RRRARANK INTERNATIONAL PKWY
RICHARDSON

T USA 75081-6806

IDA 1
PYCID XMO0000K Cireuit VPN Mame >
SiteID XXOOOKK 1D XKXXKKX ! ey Address : -
VPHNID KKXKXKX Description 400
INTERNATIONAL PEWY
RICHARDSOM

TX USA 75081-6606

Search Filter Options

"
Refine Search X
Fiter Sort
ven Country Fest
veN Count - -
Second
oy
ci
Encapsultion
v
00% -
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Export

Export allows a User to export the current screen data to a CSV file.

Home  Matmars  Pobey Managemen AP Reperts

@
F B0 Voo
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Pt CAR Tt R [
prp) o M Office
Espmact [a—
e ooO
Pt Ersminin Servcs T ctira . G
i ETHERvET Mot Mz BE -~
Featimg CaR Bt Omerigton !
ke o Pets Heamo G
Eavsmint [r—
suistma @-o

Site activations

Users can activate their network circuits and EVC’s using DNM. Site Activation User guide was developed specific for that
function. Refer to the “?” on the top right section of the home page to pull open the documentation and step by step guide.

Documentation & Help
Private IP Internet Dedicated Secure Cloud Interconnect
¥ HelpDesk 3 Help Desk ¥ Help Desk

B

=it

DNM Activation E-Line
User Guide [REEE
User Guide
VEC Support
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View circuit details

You can view the details of the circuit by clicking on the + or open the drop-down box and click on View
details.

o
ETERET

Pa— s Bumioton!

Encamaize
. R Mot Marwgos

Portowed

g
Note: You can change the description for each circuit. Click on the “pencil” symbol # near the description.
View the pop up. Enter the description that needs to be changed. Click on “save” changes.

Utilization notifications / threshold alerting options

Utilization notifications allow customers to set up Utilization Bandwidth alerts. Customers can choose which
circuit to enable threshold alerting as well as the percentage of utilization from 30% up to 90%. They can
decide to alert daily, weekly or monthly based on their preferences. Follow these steps to activate threshold
alerting on your specific sites. Utilization Alerting is a user selected option. The tool will notify the user who
has subscribed to the alert only. The alert will come via email to the specific user.

There are two types of Utilization Alerting to choose from

1) Busy Hours. This allows each circuit to be set up to alert when the circuit utilization exceeds the selected

percentage. The user is provided the option to select the following options:

a) Alerting time period average: Day, Week, or Month. The Utilization statistics are summed together
and averaged over this time period.

b) Busy Hours: User chooses the busy hours for the given circuit

c) Days to monitor: Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday

d) Time Zone: User is allowed to select the time zone for that circuit

e) Alerting Percentage: User selected the percentage, 60, 70, 80% when the average exceeds this
percentage an alert is provided
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2)

Users will select the specific criteria. Based on the selections, the Utilization Statistics will be averaged
and alert if the value exceeds the given alert percentage value.

Example: Circuit C123456 is in New York. User selects these options:

a) Alert Average of weekly

b) Busy hours of 7 am to 6 pm

c) Days to monitor: Monday through Friday
d) Time Zone of EST

e) Alerting Percentage of 80%

Tool will average the Utilization Statistics weekly for this circuit. The utilization data will be pulled for all
5 minutes increments within the 7 am to 6 pm EST for Monday through Friday. If the average for the
week exceeds 80% an email alert will be sent to the user who subscribed to the alerts.

30 Days or Daily Average. This is the daily average of the sum of the utilization statistics captured for
the 30 days for each 5-minute increment within a 24-hour day.

Example: All Utilization data is summed together for the full month, for every 5-minute increment and
averaged for the number of days. If the average exceeds the percentage selected the tool will alert the
user who subscribes to the alert.

How to set up utilization notifications

From the Circuit listing page

906 N BOWSER RD

e St R <D Activation
000 St
2822 USA - Status.

CircuitID C1000573 PortSpeed Encapsulation Routing Protocol // Entitiements.

Service ID 30985914 1536 Kbps ETHERNET 8GP o= / Actions PENSY o o
.5“8246 Network Type IPV4 Address / >

Service Address Internet 152179.253.32/30 Richardson TX1

Utilization Notifications ~ Circuit with DNS

@ PENDING @

Next to the preferences, Click on pencil.
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Preferences for Circuit CO0232107

(} Utilization Motifications

Alert Mode: Select

Busy Hours

30 Days

Click the Utilization Notifications toggle to change it from Red to Green.
Choose from the drop down the type of utilization alerting preferred.

1) Busy Hours.
2) 30 Days (30 Daily Average).

How to set up 30 day daily average alerting

Preferences for Circuit C1000573

Select Alert Percentage from drop down box.

verizon’
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Preferences for Circuit C1000573

Select how often you want to be alerted; Daily, Weekly or Monthly.
Click on Subscribe.

Click Close.

s

CircuitID C1000573
Service ID 30985914
PVC 5418246

’
ETHERNET BGP = / fctons v o+

1PV4 Addross. Global Region Proferencos

Service Address. Richardsor 1
" . Richardson TX @ Utilization Notifications
=D Activation Status
@ PENDING @)
>

Utilization Notification will display Green as active.
How to turn off utilization alerting

To turn the notifications off, just start from the beginning, click on the Pencil next to Preferences.

/

GircuitID C1000573 Port Speed /7
- Actions v
ServicelD 30985914 1538 Kbps ETHERNET BGP pe-g G m +
PVC 5418248 Network Type IPV4 Address Descript
Service Address 52178253328 ardsan TH-
206N BOWSER 1D Internet 152179.253.32/30 Richardson TX-1 @ Utilization Nofifications  Circuit with DNS
RICHARDSON, TX 75081 AcdDDoS! - Activation Status

2822 USA
@ PENDING @
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Preferences for Circuit C1000573

()“ﬂli:e: on Notif :aticns/

Alert when or above 50 % ~ of utilization

anna beard@one verizon.com

®Daily OWeekly CMenthly

Click on Green Button next to Utilization Notifications.

Unsubscribe /

Do you want to Unsubscribe?

Click on Unsubscribe.

Unsubscri‘be/

Unsubscription Successful

It will confirm Unsubscribe is successful, Click close.

verizon’
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How to set up busy hours alerting

Preferences for Circuit C0232107

C‘ Utilization Notifications
Select Y /

Busy Holurs

Alert Mode:

30 Days

Users will select Busy Hours from the drop down.

Preferences for Circuit CO232107

C‘ Utilization Motifications

Alert Mode: Busy Hours v

[2:00 AM | [5:00 oM

Busy Hours:

y = . -

Bus, Day Monday x Tuesday x Wednesday x hursday x
=
Friday

Time Zone: Select d
Threshold: Select ~
Alert Calculation Window: O Daily O Weekly ® Monthhy
E-mail: anna beard@one verizon.com

/

The system has default most common values.
Click the Utilization Notifications toggle to change it from Red to Green.
Users should select actual values for each selection option as needed for their circuit.

Once all selections are complete the “Subscribe” button will appear. Click on the Subscribe button.

verizon’
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Tool will return a “Subscription Successful” when active.

If one of the options needs to be changed.

Preferences for Circuit C0232107 X

Q Utilization Notifications

Alert Mode: Busy Hours v
Start Time:
Busy Hours:
sy neur 2:00 AM
Busy Days: Monday X Tussdsy x  Wednesdsy x  Thursday x
x

Friday x
Time Zone: CAT-Central African Time W
Threshold: 30 ~
Alert Calculation Window: O Daily ® Weekly O Monthly
E-mail: annabeard@gneverizon.com

Update Unsubscribe

Change the specific option(s) that requires to be changed.

Click on “Update”.

Tool will return the green bar with the “Subscription Successful”.

verizon’
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Unsubscribe from busy hours

Preferences for Circuit C0232107

‘:) Utilization Notifications

Alert Mode: Select

/ Busy Hours

30 Days

Users will select “Busy Hours” from the drop-down menu.

Preferences for Circuit C0232107 X

c Utilization Notifications

Alert Mode: Busy Hours v

Time:

(200 &M | [5:00 M

Busy Hours:

Busy Day=: Monday X Tuesday X Wednesday X Thursday x

x
Friday x
Time Zone: CAT-Central African Time e
Threshold: 30 w
Alert Calculation Window: T Daily ® Weekly O Monthly
E-mail: annabeard@oneverizon.com
Update Unsubscribe

Users will select the “Unsubscribe” button.

Tool will respond with “Subscription Successful”.
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Network Settings

This section contains both Customer Edge (CE) settings and Provider Edge (PE) settings
information. You can view the General Interface Configuration, Virtual Route (VRF)
Information, Quality of Service Information, and IPv4 eBGP Routing Information. You can also
produce an example CE design for your router (for a Customer Managed circuit) from the
PIP Looking Glass Site Detail screen.

1. Click on the add symbol “+” to view the details of the circuit ID
2. Click on equipment tab to view the customer edge settings details

Virtual Routing and Forwarding (VRF) allows multiple instances of a routing table to exist
within the same router at the same time. Because the routing instances are independent, the
same or overlapping IP addresses can be used without conflicting with each other. A VRF
may be implemented in a network device by having distinct routing tables, also known as
forwarding information bases (FIBs), one per VRF.

All VPN ~

7 Bulk Operations 4 Export
Circuit ID CO108468 Port Speed Encapsulation Service Type View Detaik -
SorvioolD 146124672 8 Mops ETHERNET Not Managed o et
PUCEE20R2 Realtime CAR Traffic Rulo Description Preterences
VPN ACME-Fahrication 256 Kops Rz Description for CO108468 Utiization Natifications

VRF Name V795957 ACMEFabricatio Ghange Notifications

n Equipment 1P Entitisments
Address 6813917486 oo Activation Status
180 ALLEN FID ATLANTA, GA ® Active

303284862 USA

Detalls Network Settings Orders Diagnostics Utilization Virtual Services Cloud Services Other VRF

v

o o ]

‘General Interface Configuration

Router Name ATLZ9EQ! Encapsulation ETHERNETVLAN : 495 VLAN ; 495
Routor Type ASRIK 1Pva Address / Prefix 6813917485/ 30

Access Type ETHI0GY 1PvaMTU

Interface Name TenGigE0/7/0/3427 Shape Adjustment for Ethernet 85%

Routing Protocol BGP
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Virtual Route Forwarding (VRF)

VRF Name V795957 ACMEFabrication WAN Analysis Reporting No
Topology HUB MAX Paths o

Max Routes. 1250 Max Paths Routes Load Sharing Mo
Guality of Services

PIP Class of Service Enhanced Traffic Management [EF Real Time (Gold) CAR 256 Kbps.

Port Speed & Mbps. Egress Profile R2-Voice/video centric #1
Policed onRouter YES MVRF Multicasting Ensbled No

Peak Speed OKbps Multicasting AP Address.

Queing Level Defauit Multicasting MOT Address

FRF 12 Fragmentation Disabled

IPv4 eBGP Routing Information

Multihop 1P Hops Away

Rodistribute Static Yes Radistributa Connected Yes

ASOverride Ho Send Community Yes
Remote AS. 1

IPv6 eBGP Routing Information

Redistribute Static Yes Hops Away ]
AS Override Yes Redistribute Connected No
Remote AS o
Customer Edge Settings
IPv4 Address / Prafix 6813917486 / 30 Layer 2 Encapsulation ETHERNET VLAN : 3
Server Lovel Not Managed

Layer 1/2 Information

CONNECTOR TYPE RJ45 GE WAN Interface / Handotf Type 100BASETX INTERFACE 100M
VLAN set to a

Services(s) Ordered
Service Order 193608890.0 Work Order 234554980
Managed Service Not Managed
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Demarcation Information
Site Type Address LokAPT LDz BSMT LDa:BAY
1249583C cusT 180 ALLEN RD w1 wzz waa
ATLANTA GA
30328-4862 USA

Sample Router Configuration

Hatice: The router i tended as an You will ikoly need to add remave or change cartain elements of this configuration to meet you specific requirements. Use at your
Yo are ot sure atiout the proper use of a command ploase seek appropriate advice.

STD QoS DPORT, and ETM to STD*

The Customer Edge (CE) configuration steps are explicit to Cisco switch stages (for
customer managed circuits). For other vendor CE, consult the client manual with respect to
changing the interface bandwidth speed. We recommend setting up an egress traffic
forming rate on your CE router's WAN interface as per your changes in QOS settings. Follow
these guidelines to set up your router for Dynamic Port changes.

ETM QoS DPORT, DCAR, Custom Egress, STD to ETM*

The configuration steps are also explicit to Cisco switch stages (for customer managed
circuits). For other merchant CPE, consult the client manual with respect to changing the
lining parameters. CBWFQ is typical for Silver CAR and LLQ/Priority Queuing is typical for
Gold CAR. We prescribe setting up a settled QOS arrangement on your CE switch's WAN
interface as per your changed QOS settings. The external (or parent) strategy should shape
all traffic as per your selected DPORT speed. The internal (or kid) strategy ought to contain
data transfer capacity assignments as indicated by your selected DCAR speed and Custom
Egress profile. Adhere to these directions to set up your switch for Dynamic CAR changes.

* For more technical details, refer to the Customer Edge Configuration Settings section in
Appendix.

Order history

DNM coordinates all order updates going to downstream IT systems. Every hour it picks up new orders that
have been provisioned and processes them. It then picks up any rejected orders waiting for a retry and
computes a time when the next retry should occur: once every 24 hours through the sixth retry, then once
every 72 hours. After a certain number of retries, DNM stops retrying and sends an email informing a User
the update could not be completed. Each order is processed in its own transaction to avoid time-outs when
there are a lot of orders in the back log. Retries are processed via the regular work flow. The outcome is
reflected in the order history so the original error message, as well as the latest error message can be
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DNM order summary

This report allows Users to see multiple circuit change activity versus single circuit events (shown in Order
History). You can tailor the report to show a defined range of time and frequency of change orders. Results
can be exported to PDF and Excel.
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verizon’ m L ® O @ Hello, Verizon DNM v

Dynamic Network Manager Home Network APl Reports ch Q

PrivatolP  PublclP scl Ethormat Miscollansous

DNMO'IK'SU’V‘\"E;’ 5C1 Gonsumption Port Availabiity

Network Transit Delay Aulo Activation Report

CZ 0 @ O @ Hello, Verizon DNM ~

verizon’
Dynamic Network Manager Home Network APl Reports Searc Q
DNM Order Summary

Monthly Orders ~ 6/22/2020  7/22/2020 m

June 22,2020 to July 22,2020 l Montrly Orders

Daily Orders Volume Line © Pie @ Bar Export v

I e Orders By Change Type

25
20
5 s
8
10
o5
o
e
MONTH
Show Order Faed Ordor Gompied Ent
OrderID 3074967 Status Port Spoed Billing 10 Billing Status
CireultlD  WOV32TE0 COMPLETED 512 Kops 00209854
Status Date [GMT]
UooriD verizandnm@gmadl.com Order Type Change Type ‘Scheduled Date [GMT] 2020/07/18 18:30.06 GMT
DBwW 2020/07/18 18:30:08 GMT
OrderiD 3073934 Status Port Sposd Billing 10 Billng Status
Chcultld  WOVS2760 COMPLETED 768 Kops 00208854
Status Dte (GMT]
UserlD verizandnm@gmail.com Order Type Change Type Schaduled Date [GT) 2000/07/10 22:3005 GMT
DB 2020/07/10 22:30:05 GMT
OrderiD 3073549 Status PortSpeed Billing 10 Billng Status
P—— OGRS COMPLETED &Mbps BILLING NOTIFIED
Scheduled Date [GMT]
UseriD verizondnm@gmailcom OrdorType Change Type 2020/07/08 21:30:15 GMT Status Date [GMT]
Dew 2020/07/08 21:30:5 GMT
OrderiD 3071966 Status Port Spoad Billing 10 Billing Status
CireultlD  WOV327E0 COMPLETED 512 Kops 00209854
Status Dato [GMT]
UooriD verizandnm@gmadl.com Order Type Change Type ‘Scheduled Date [GMT] 2020/06/28 18,30:09 GMT
Dew 2020/08/29 18:30:08 GMT
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Diagnostics (Router commands)

Users can issue router commands to verify specifics in their network.

1. Click Router Commands under Site Details. The Router Commands section appears above “Site
Details.”

2. Select a command from the Select Router Command drop-down list.

3. Click Submit. The system displays the response from the router.

GircultID WOV32760 Port Speed Encapsulation Service Type
SericelD 1536 Kbps FR Not Managed Aetions OH-—
PG 1795192 Roaltime CAR R Description Proferances ¢
VPHLemanAPA 112 Kbps. & Utiization Notifications
JAPANINJA JPN Entitiements Change Notifications
Equipment P [
2061553117 ActivationStatus
® Not Available
Detaits Equipment PE Settings Orders Diagnostics. Utiization Hosted Services Cloud Services Othor VRF
2
Router Commands 3
]
Select v
show ip route vrf [VBOS7SLemonAPA] ~

‘show p route v [VBOSTSLemonAPA] ip-prefix]

ping vl [VBOST5LemonAPA] ip (tasgel ip,address] repeat
show interface [Seriald/0/4/121675]

show p vrl interfaces [VE0S7S:LemanAPA]

show i bgp vp vrl [VBOS75 LemonAPA] summary

‘show ip bp vpnvd vrl [VBOS75LemonAPA] neighbers (206 155.3118] advertised-roules

o in b et sz 1206 155,91 5] cova

®100% v

Ethernet Access pre activation test (US only)
Users can issue an Ethernet Access test prior to activating the circuit.

If all the below conditions are satisfied DNM allows the Ethernet Access Test and will display the Ethernet
Access Test Results tab.

Conditions:
e Encapsulation must be Ethernet
e Region must be US domestic Circuit
e Port Speed must be less than or equal to 1GB
e Circuit Activation Status cannot be active

Submission of the Test Steps:

1. Click Router Commands under Site Details. The Router Commands section appears above Site Details.
2. Select the Ethernet Test from the Router Command drop-down list.
3. Initiate the Test.
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Ethernet test tab

CircuitID CO138656

Encapmdaton
Service 1D 136065507 10 Mops ETHERNET
PVC 571707 Rialtiro CAR Teatic Ruls
VPN E2E-MART7-USA-NVDO143 © Kogs &
'VRF Name Vb68944 E2EMARITUSANVDO
43-etc ipement 1P
I Sav0sers
TS0 VIASHNGTON ELYD
STAVFORD CTUSA
Owtails Notwork Sottngs Oroers DARgNOStCs. Utikzaton VIrtual Senvices. Clotd Services.
Flouter Commands: Ethernet Test
Ethemnet Test
Ethemnet Test Result
Click Start Test.
Circuit 1D CO138656 Port Speed Encapsulation
Service ID 136065507 10 Moos ETHERNET
Pvesarior Realtinw CAR Traftic Rube
VPN E2E-MARTZ-USA-NVDQ143 © Kbgs iy
'VRF Name Vb68944 E2EMARITUSANVDO
43-elc ipment IP
I Savosers
TS0 VIASHNGTON ELYD
STAVFORD CTUSA
Oetails Network Settings Orders Dragnostics. Utihzation Virtual Services. Clowd Services.
Router Commands. Ethernat Test

Ethernet Test

Ethernet Test Result

StartTost

Click Continue, after Confirmation.

Green Bar will appear which states the Ethernet Access Test was successfully submitted.

verizon’

26



AIVPNS, ~ T Bulk Operations. dEBpt Y O
Pl o iy fosiki) I <Y —
PVCSE7I70T Picaltime CAR Trattc Rule Preterences
VPN E2E-MARI7-USA-NVDO143 0 Kbgs ] BeSCrpEONT-1est-2SthNOY test Utikzation Notitcasions
VRF Name Vb68944.E2EMARTZUSANVDG1 Grange Netifications.

prons P— J—

VN Address S04z ] Activation Status
750 WASHIGTON 8LV o reonG @
TR0 o USA
Datails Network Settings. Orders Disgreatos | Utization Virtual Services Cioud Services. Othar VRF

Router Commands. Ethernet Test

Ethernet Test

Ethernet Test Result

After Ethernet test is completed
1. Ethernet test results option will appear.

2. Click Ethernet Test Result.
Details Network Settings Orders Diagnostics Utilization Virtual Services Cloud Services Other VRF

Router Commands

| Ethernet Test

Ethernet Test Result

Response from Test

Ethernet Access Test Results
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Detais Network Settings. Orders Diagnostics Urilization Virtual Services. Cloud Services Other VRF

Router Commands Ethernet Test Result
Ethernet Test Event SumCe History Key Date
Actvaton TOK 053551764 21-JUN-21 07:22.05 681000 -
Ethemet Test
Result

Event SumCd History Key Date
Masntenance TOX 053551898 21-JUL-21 0722 05.681000

Bandwidth utilization

Utilization report will be displayed for the last 30 days. In addition, users have an option to view bandwidth
utilization reports with specific date ranges for the last 12 months. This new feature is available as of January
2022.

Click on the Utilization tab. /

Details Network Settings Orders Diagnostics Utiization Virtual Servicas Clewd Services Other VRF

Bandwidth Utilization

cireuit - wovaosos | Bandwidth Utilization

CumentMonln v Daily Mverage ~ - Mips Export v
Capacity 984 Kbps —

et s
—a— SoloctedRangs Sun Jun O

The example below shows received and transmitted results for the Verizon Provider Edge (PE) port.
Ingress/Received is what Verizon receives from a customer, and Egress/Transmitted is what Verizon sends
to a customer. If you were to view the Customer Equipment (CE) port then you would see the opposite
measurements. Verizon PE port measurements and CE port Measurements should closely match.
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Bandwidth Utilization

Clrcult ID: Bandwidth Utilization  capacty 4000000 kips Fick Dage & T Mopa Exporti
provermy O SelectedRange Th May 20 2021 1656:43 0 Thu Jun 10 2021 141816
- | ‘ |
| “' L ‘ J | |
l } \ | (, . u mezm |
& s ssemass s it
T ’ A | i ‘ l I  Ingress Speed 0.000Mops I
”W Ty v Hu‘ T
( |ﬂ U I A .,‘. J ‘
os2s o8z o9 ) 06/00
fr—
- Spced g ‘ | i il )
- hngross Specd 4 A M { i
it LY ‘,‘/l L 5’ I L ‘. L i wwﬁmadulL
o wa o P i o e

—_

Click on the utilization tab to view the utilization details.

2. By default, the daily summary utilization details will be shown.

3. Toview 15 min interval usage, select and drag to specific duration so that 15 mins interval usage duration
can be viewed.

4. Use the toggle buttons next to egress and ingress speed to view specific usage details (i.e., Only Egress

or Ingress traffic).

There are different options you can change on the utilization reports page.

You can change the date range for the utilization reports by selecting the “Pick Date & Time” option, then
select your date range from 1 day to 30 days.

[es] 7 [we]

u qu‘umd'hull#]

Cancel Set
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You can change the display of stats from Kbps to Mbps.

Mops | pport

Mbps

Kbps

You can export the report to PDF or excel spreadsheet by selecting the option in the drop down.

Pick Date & Time Mbps Export
PDF .
Excel
I . H ) N !
! el LU T I L Lt LT L AL L Thd LA . T (e,
oy ovz3 owzs oyz7 oz OV/31 February

View pending tickets, orders and associated Virtual Route Forwarding (VRF)

Click on the “+” add symbol to view the details of the circuit ID. You can view the pending tickets and orders
in the right end corner of the details tab.

1. Click on pending tickets to see the status of the ticket on the separate page.
2. Click on pending orders to see the status of the ticket on the separate page.
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Configure eBGP routing parameters

Click on the “+” add symbol to view the details of the circuit ID.

N\
1. Click on # near the routing protocol in details tab. The Configure eBGP Routing
Parameters section appears below the Circuit ID details.

2. Enter the incentive for each eBGP Routing variable. If you are utilizing eBGP or changing
to eBGP, you can change the accompanying parameters:

a. AS Number - BGP autonomous system number for the current network.

b. AS Override - Replace your AS Number with our AS number if the source and
destination AS numbers are the same.

c. Send Community - Allows you to send standard communities to us that we will
send across the Cloud.

d. Advertisement Interval - Changes default BGP advertisement timers from 30
seconds to O seconds.

e. Distribute List - Site will see a default route only.

f.  Remove Private AS.

Note: AS override, send community, Advertisement Interval, Distribute List,
Remove Private AS are toggles.

3. Click on schedule toggle to select date and time zone.
4. Select the values from the drop-down menus for date time zone.

5. Click on Submit so that the changes will be affected -or- Click on Cancel so that the
changes will not take effect.

Configure Static Routes

Static routing is a form of routing that occurs when a router uses a manually-configured
routing entry, rather than information from a dynamic routing protocol to forward traffic.

1. Click on the Static tab under circuit ID. The Configure Static Routes section appears
above Site Details.

2. Select CE IP Address for the following bounce. The IP address is populated in the Next
Hop field.

OR-

Select Sub Interface for the next hop. The sub-interface is populated in the Next Hop
field.
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Select CE IP Address for the Sending IP. The IP address is populated in the Forwarding
IP field.

OR-
Select Destination IP Address and enter the IP address in the Forwarding IP field.

Click Add. Include or expel what should be in the switch or should be expelled from the
switch.

If relevant, enter a Process Date/Time to plan this activity.
Select a period zone starting from the drop list.
Click Schedule Order if you are planning for a future date.

Snap Process Order to present your request. The Process Order Confirmation spring up
shows your request number.

Click Submit.
OR-

Click Cancel.
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Port speed changes

Dynamic Port (DPORT) is a feature of DNM. It allows Users to submit a change order online
to raise/lower Private IP transport speeds. After a Private IP port is ordered and provisioned,
you can use Dynamic Port to adjust the port to a desired speed size. After VERIZON
ENTERPRISE CENTER entitlements for Dynamic Port (and Dynamic CAR) are confirmed,
you must initially wait 24 hours before the first change order can be issued. This is due to the
IT processing time for the submitted entitlements/permissions.

Note: After you submit a port speed change, check the order to ensure it was successful
and did not fail. Refer to the Order failure section on how to resolve order failures.

Private IP Port (or EF CAR) change is permitted per day for circuits with prefixes “W” and
“B”. For circuits with a “C” prefix, the following multi-change-per-day rules apply:

e Unlimited Port Speed Change and Dynamic CAR Requests: Users may make more than one port speed
change and/or EF CAR change request during a 24-hour period. Greenwich Mean Time (GMT) is used
as the start/stop reference for a DNM 24-hour time period. These speed changes can be made prior to)
11:00 PM GMT.

e Ability to Reverse Speed Change Requests: Within 60 minutes of making a speed upgrade (or
downgrade) request, a User can "correct" the request (as needed) by reversing the speed change
request back to the original speed. After 60 minutes the speed change will be established as the new
highest speed for the day. That speed is what will be sent to Billing for that day. One speed correction is
allowed during a 24-hour period. Alternatively, a User can submit a new change order (within 60
minutes) to reverse the mistake.

e Billing: Verizon will continue to bill in 24-hour minimum daily increments. The highest speed change
request made during a 24-hour period will be the speed sent to Billing for that day.

e Carry-Over Speed: The last speed change request entered for the day is the one that is carried over to
the next day. This speed will be billed daily going forward unless another speed change is requested.

If you are using Enhanced Traffic Management (ETM) Class of Service and a circuit’'s EF CAR value is set to
90% of your current port speed, then a Dynamic CAR change order should be issued first to lower the EF
CAR value before attempting to lower the circuit port speed via Dynamic PORT.

Class of Service: Committed Access Rate speeds and Egress Policies

Dynamic CAR (DCAR) allows Users to submit a change order online to raise/lower Private IP
port speeds. However, Users have two options for defining how to set up CAR speeds for
use with Private IP circuits:

e Standard (STD) - Standard option supports Best Effort (BE) CAR speeds only. It does
not support Expedited Forwarding (EF Real-Time aka Gold) CAR speeds. Moving from
ETM to Standard may influence the voice traffic present on this connection. Dynamic
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CAR is not applicable to standard CAR speeds.

Enhanced Traffic Management (ETM) - You can expand port speed EF Real-Time
(Gold) CAR up to 90% of the port speed. Moving from Standard to ETM enables you to
use DCAR online to change the Gold CAR rate. You can upgrade or downgrade the
Gold CAR (EF Real Time) value within the limitation of Gold CAR. Minimum Gold CAR
value is OK, and the maximum Gold CAR value can be set up to 90% of the port speed.
Increasing Gold CAR has a CPE performance impact. If you have questions, contact
your account team before submitting this change. The Gold CAR is policed on Ingress
into the Private IP network. Any traffic marked with EF Real Time that exceeds the
subscribed Gold CAR value is discarded. If you select Gold CAR (Expedited
Forwarding) and are using this for Voice over IP calls, a reduction of the CAR value (e.g.,
40.456 reduce to 8K) can directly affect the quality of Voice over IP calls on this link.
Ensure that you make a corresponding reduction on the device that determines the call
admission control policy for this link as well as making a reduction on the CE router’s
QoS queuing policies.

The maximum configurable CAR value is governed by the port speed as well as the
Egress profile of the Private IP port in service.

Users may change their “G” or “R” Egress profiles via DCAR. When the Gold CAR value
is equal to or greater than 50% of the port speed DCAR will only display "R" level
policies.

Ingress refers to traffic which enters the Private IP Provider Edge (PE) device from the

User’s CE router.

o Private IP Standard: All traffic coming into the PE device on ingress is marked AF3
(DSCP=24).

o Private IP Enhanced Traffic Management (ETM): Customers subscribe to the EF
Class of Service and can use 100% of the port for the five additional data classes:
AF4, AF3, AF2, AF1, and BE. The EF Class of Service can range from OK up to 90%
of the port.

Egress refers to the traffic which is exiting on the Private IP PE device and being
delivered to the User’s CE router with a percentage of bandwidth dedicated to each
class of service. Egress policies are based on Low Latency Queuing (LLQ) and Class-
Based Weighted Fair Queuing (CBWFQ). LLQ is used exclusively for the EF Class of
Service and uses strict priority queuing to allow delay-sensitive data (such as Voice over
IP) to be sent first, giving delay-sensitive data preferential treatment over other traffic.

Class-Based Weighted Fair Queueing (CBWFQ) is used for the five data classes of
service: AF4, AF3, AF2, AF1, and BE. It allows Verizon to specify a percentage allocation
of bandwidth to be allocated for each class of traffic.
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e The default egress policy for all Private IP customers is: EF: 50%, AF4: 40%, AF3: 39%,
AF2:16%, AF1: 1%, BE: 4%. This means on egress, up to 50% of the port will be
dedicated to the EF class of service. Anything which exceeds 50% on egress is
discarded. While a User can still use the port for other traffic classes on egress, the EF
traffic is given the highest priority. If you are receiving nothing but AF3 traffic on egress,
100% of the port is used for AF3. If you are receiving both EF and AF3, up to 50% of
the port bandwidth is dedicated to the EF traffic.

e Customers with IP Telephony (also referred to as Voice over IP, or VolP) requirements
also have the option to set the EF Class of service up to 90% of the port speed. EF:
90%, AF4: 40%, AF3: 39%, AF2: 16%, AF1: 1%, BE: 4%.

Note: More information about EF CAR & Egress settings is available in the Appendix section.

How to modify port bandwidth and EF CAR

Click Modify Bandwidth in the Actions Menu (or in the Expanded Details view, bottom left of screen).

Pa— .
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NOTE: Please ensure you verify that the Bandwidth change order was successful. Refer to the failure
section on how to resolve order failures.

Dynamic Port Speed Menu example:

Modify Bandwidth ‘Required Fieids
" ‘The port Spesdonthe Speed Gauge isnot -
b theexact port spesd of the user. Plesse o Jtay
. N eleck the dropdown 1o see the available # %
r , pertspeeds . .
£ .
)
H 1 Mbps | % ) " 112 Kbps | 9
# e \ ] ] -1
| = : y I
H
| A _—_ I
3 H i
256 Kops
it Speed 384 Kops EF Realtime CAR

512 Kbps

788 Kbps

1Mbps

15Mbps v
Schoduling

() ‘Schedule change o happen later

h. A

Scheduler: Users may optionally schedule Port/CAR changes out to a year in advance for Unmanaged
circuits only. Managed circuits cannot use the scheduling option at this time. Multiple changes can be
scheduled for the future as shown below: below.

To schedule future changes, either:
e Click on the Schedule change to happen later toggle for one transaction

Or
e Click on Multiple changes toggle to Add 2 to many changes up to 12 months in advance

Scheduling

m Schedule change to happen later

Multiple changes

«—=» -
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& Schedule Changes

Create Scheduled

Circuit ID C0136517
Current Bandwidth 10 Kbps
Max Bandwidth 10 Kbps

Schedule Changes @

Total Orders: 1

1. Schedule Change 10 Kbps v 9/16/2022, 6:22 AM [GMT 0:0 JAfrica/Accra m m

«<» >

DNM will allow the user to “Add” one to many changes. Once the changes are added, click on the Validate

button. DNM will ensure the changes will pass change rules. The dates must be entered in chronological
order otherwise we will be raised with error while validating.

Jobs created will be reflected in scheduled tab

» 0 2
® © @ Hello Dema

=Y

Home Wotwark APl Roparis

« Schedule Changes.

Croate Sohedund

CrangeType

H e —— : e MB6S M

% B0 ai W
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Order confirmation pop-up

Confirm Your Order

You acknowledge thal by submitting this order, the monthly charges billed 1o
this: ACCOUNT Ay NCrease O deCroase, N Sccordance with your Contract and
‘the changes you have made 10 your notwork bandwidth. Nobe that these
changes may impact your network performance il they are nof in accordance
with the technical and business nibes.

MNote that thase changes may impact your network performance if they are nat in
accordance with the technical and business rules.

NOTE - You are limited to one succossful bandwidth change por 24 hours per site

W your etwirk is ROt Managed by Verizon, please be sife o mplement any
cofmesponding CE configuration chandges.

Click "Accept™ below to acknowledge your acceplance of these changes 1o your

account

e -

Select Preview button to see Before/After Speed Changes before Accepting.

Confirm Your Order

Wou acknowiedge that by submitting this order, the monthiy charges billed 1o this
RCCOUTE MAY NCreass of decreass, in accondance with your contract and tha
£hanges you have made b your retwork bandwidth. Note that hese changes
may impact your network parformance i they are not in acoordancs with tha
technical and businass rules

"

ance with the tec ass

HOTE - You dre lisited b one sutcesshiul bandwidth change per 24 Rours per

IF your nabaers ts not managed by

o farizon, please b surne

comespondng CE configurasion changes

Click "Accept™ bel

chnowledge your acceptance of thess

Confirm Sattings
Senica Egreas Profie. B Port Speed " g:“ L=
ETH

I 1 1 1

1 M

«<» -

verizon’

38



L — ¥ — Ja=

Change order acceptance (full text):

Please ensure that the Port speeds you request are set above the existing CAR for each site. If not, your
orders will not be processed.

If your network is not managed by Verizon, please be sure to implement any corresponding CE configuration
changes.

Depending on the Private IP PE platform, Verizon could provision 'bandwidth shaping' overhead adjustments
on Ethernet Interfaces at the PE Egress; these adjustments may reduce the actual bandwidth available to
you, depending on your traffic profile. You must apply policies at your CE egress to prevent packet loss due
to Ethernet protocol overhead used within the Company Network. Further details can be obtained from your
account team.

You acknowledge that by submitting this order, the monthly charges billed to this account may increase or
decrease, in accordance with your contract and the changes you have made to your network bandwidth.
Note that these changes may impact your network performance if they are not in accordance with the
technical and business rules.

The changes to your network will normally be completed within approximately 15 minutes for customer-
managed and DNM Full Automation Managed circuits. If you request simultaneous multiple changes, the
changes may take longer. For requests submitted on circuits terminating on Verizon Managed Services
Customer Edge (CE) routers without support for Dynamic Network Manager (DNM) Full Automation, your
requested changes may take up to 72 hours before the CE routers are manually updated by Verizon.
Contact your account team for information about how to upgrade your CE device configuration to allow Full
Automation. If your site is not managed by Verizon Business, please be sure to implement any corresponding
CE configuration changes.

Depending on the Private IP PE platform, Verizon could provision 'bandwidth shaping' overhead adjustments
on Ethernet Interfaces at the PE Egress; these adjustments may reduce the actual bandwidth available to
you, depending on your traffic profile. You must apply policies at your CE egress to prevent packet loss due
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to Ethernet protocol overhead used within the Company Network. Further details can be obtained from your
account team.

NOTE - You are limited to one successful bandwidth change per 24 hours per site (except for “C” prefixed
circuits).

Please print a copy of this request for your records.
Click "Accept™" below to acknowledge your acceptance of these changes to your account.
Note for Private IP Ethernet Ports with a prefix of B or C.

Ethernet Access goes from the customer premise to the nearest Layer 2 device. A Network-to-Network
Interface (NNI) connects the Layer 2 device to the nearest Private IP Provider Edge over a shared interface.
The bandwidth on the NNI is not reserved. In the event the NNI or Provider Edge device has reached
capacity it will not be possible to increase your Ethernet Port speed. You will however be able to lower the
speed. The dropdown menu on Dynamic Port will reflect the port speeds available based on the amount of
bandwidth on the NNI. If the NNI or Provider Edge has been capped you will need to engage your Verizon
account team (or the Verizon Enterprise Help Desk) to enable submission of an order to increase bandwidth.
As part of the ordering process your Ethernet Port will be migrated to an NNI with sufficient bandwidth to
support the higher port speed. There will be no change in the Circuit ID; it will remain the same.

Order failures

DPort orders can fail due to different issues within the customers network provisioning. Once an order is
submitted, return back to DNM and verify that the order was successful. This can be done by viewing the
order summary or the order history. The steps below will provide the option to gain support with an order
failure.

Expand the Bandwidth change order by clicking on the “+” /

The tool will display the order milestones and provide each step as it is implemented and passed.
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Details Metwork Settings Grders Diagnastics. Usiization Virtual Services Cloud Services Ofthor VRF

Orders ©
O M Circita Status CrastedDste SchechiodDale - OrderType Pt Soed Status Dot Ghange e
I 22MEN0CASAS 2022211004540 i 2022112110 053013
covBese o oo Mo o=
Port Soeed e Ve Sorvice Pk Soeed EF ol Tina CAR ConmactionCar EorvssProtie
B Ms coossse MONE Fabricaton 6 hoos o
Order Milestones /
peromc scuepuLED supmrrED \aLDaTED PROVIONNG [r— AppacING comereten

If the order fails, the tool will display the “failed” next to the step and provide you with an Order Support
button

Order Milestones

2 S >
PENDING suBMITTED VALIDATED PROVISIONING PEFALED /
orrovz02z 120626 oriowzcez 120627 oriov2022 20827 orovenez Zoszr

CD)

o

When you click on Order support button, tool will display:

SubmitResults Success. Please submit the below details. A Verizon Technician is targeted to reach out to
you within 30 minutes from 05:00 CST.

Conlact Information

Audio Conference Information

Use My Audio Bridge

-« -

/

Complete the fields so the DNM technical support person can contact you to resolve the issues.

Click submit.
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Order Support

A Verizon Technician will reach out to you at the number listed within 10 minutes of the scheduled start
time.
Support Details

Activation ID: &1

Bridge: &

Passcode: 6

Date & Time: 10

Close

DNM technical support will contact you back within 10 minutes of the scheduled start time.

Network to Network Interface (NNI) Toggling for DPORT Change

NNI Toggling allows customers the ability to change the bandwidth on a circuit and if the NNI does not
contain enough bandwidth for the change, it will automatically move to an alternate NNI, if one is available.
This allows the customer to submit the Dynamic Port (DPort) transaction instead of requiring a standard
order via Account Team. If there is no alternate NNI, then the change will have to be made with a standard
change order via your account / support team.

NOTE: This is only available to US Domestic Commercial customers at this time making changes to US
domestic sites only. International site changes are not supported yet.

When NNI Toggling is enabled (see the screenshot below), the new message will display next to bandwidths
and will highlight the specific bandwidths that exceed the current NNI bandwidth. The “red” bar (next to the
speed) represents the current NNI speed, while the “black” bar represents the speeds that exceed the NNI
bandwidth.

In the screenshot below, you can see that the Current Bandwidth is at 8Mbps. If a Port change was made to
9Mbps, it would trigger the NNI move, if there is an alternative available with 9Mbps of capacity.
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Modify Bandwidth “Roquired Fx
Circuit Settings ()

Plaasn check the dropdown to see the. ot gy
‘avaiabie port spoeds. K- tr

y
/-
o——

8 Mips -
— 56 Kbps

Port Speed EF Realtime CAR

TR (o )

When a User selects a speed that is greater than NNI Capacity + Current Port Speed then a (see screenshot
below) message will appear next to the bandwidth selected. This notifies the user that the selected
bandwidth change will place a “hot cut” order which will bring down the network for an approximate 15
minutes. During this down time, the system is automatically moving the circuit from one NNI to another NNI
that has enough bandwidth for the DPort change.

If there is no alternative NNI with enough bandwidth then the transaction will fail, (back out the bandwidth
change) and the user will need to contact their Account Team / Support Team to submit a standard order.

In the example below, the user selected a bandwidth of 9 Mbps, which exceeds the NNI capacity. You can
see the message that is displayed to notify the user of NNI toggle change, if they continue to submit the
order, the NNI change will trigger a move from one NNI to another that has enough bandwidth. At this point
they can continue with the change or change the port speed to a lower value.

Modify Bandwidth *Required Fields
Circuit Settings (0

w e Please check the ropdown o see the R
o Ny . [ae—— - Y
#° e

s \ - 4 ‘%
: 9 Mbps 9tz v x \Y

= \ E— 56 Kbps ‘v:
10 Mbps '-. o ” — i [ |;
= [ A

h

Port Speed EF Realtime CAR
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Confirmation window of the transaction will be provided. You will need to accept the terms to submit the
order. Ensure you come back and verify that the order successfully completed.

Confirm Your Order

You acknowledge that by submitting this order, the monthly charges biled to this account
may increase or decrease, in accordance with your contract and the changes you have
made to your network bandwidth. Note that these changes may impact your network

# they are not in accordance with the techrical

If the Bandwidth order fails

Users will need to go in and review the order status for the specific change. That change order will display
on the order status field:

“Layer 2 provisioning failed.”
Click on that “Activation Support” button. This will trigger the Support team to begin work to resolve the

issue as quickly as possible. They will at a minimum roll the bandwidth change back to bring the network
back up.

If hotcut order is failed in L2, ‘Activation Support” briiton will be provided for customers as seen below.

Details Network Settings Orders Diagnostics Utilization Virtual Services Cloud Services Other VRF
Orders (O
Order Number Circuitld Status Created Date Scheduled Date Billingle! Order Type Pol

2021/07/06 16:14:22
3238437 C0108468 L2FAILED GMT oew aN

e ——
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Complete the Contact Information and “Submit” the request.

The Support Team for US Commercial customers, are available 7 days a week 24 hours a day to support the
requests.

Activation Support

Tiime slot is available within 30 minutes. Please submit the below details. A Verizon
a Technician will reach out to you within 30 minutes from 22:30 CST.

Contact information

BAudio Conference Information

Virizons Bridge Usa My Audio Bridge

Bulk operations

This Dynamic Network Manager (DNM) feature allows Users to submit multiple circuit changes at one time.
There are three categories of DNM bulk changes: 1) Circuit descriptions, 2) Bandwidth (Dynamic PORT),
CAR (Dynamic CAR), Profile (Egress) and 3) Bulk subscription (Utilization threshold alerts and circuit change
activity). Bulk change requests can be manually entered directly into the tool or via a DNM spreadsheet
template (where applicable).

Please note that only Private IP single VRF (virtual route forwarding) and PORT Multi-VRF circuits are
supported for Bulk speed changes currently. PVC Multi-VRF circuit support is targeted for 4Q20.

Tip: If you elect to use the DNM spreadsheet template to enter your circuits, you can first use DNM’s Export
function to download the VPN/circuit list you wish to modify and then copy/paste the appropriate values into
the Bulk spreadsheet template fields.

verizon’

45



.
verizon’
Dynamic Network Manager

Home Network PolicyManagement APl Reports

& Bulk Operations

Create New Job Jobs in Progress Completed Jobs

Settings

Select an Operation™

Select

Circuit Description

Bandwidth, CAR, Profile - Change with pre-set speeds

Bandwidth, CAR, Profile - Upload excel with custom speeds

Bulk Subscription

Circuit Description

This option allows changes to Circuit Descriptions (only). You can manually enter circuit information or enter
it into a DNM spreadsheet template.

verizon’

Dynamic Network Manager

Home Network AP1 Reports Q @ Helo, Alexander Harvey -
& Bulk Operations
Create New Job dobs in Progeess Gomploted Jobs
i *Required Field
Gircait Description v
Circuits ‘
F

Drop file here, or click to select from your computer.

w100% -
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0 & - B -
m HOME  INSERT ~ PAGELAYOUT ~ FORMULAS ~ DATA  REVIEW  VIEW
ﬁ‘l X Cut Calibri [ A A == ®-  EPwepTex
Paste & Copy - I u | Py e A =]
® ~ Format Painter U=~ H-A- == 2 32 53 Merge & Center =
Clipboard W Font N Alignment
G5 Jr
A B C D E F G H
1 |circuitld  pueld description
2 1 1 description1
3 2 2 description2
4 3 3 description3
= 4 4 description4
6 5 5 descriptionS
7 6 6 description6
8 7 7 description
9 8 8 description8
10 9 9 description9
11 10 10 description10
12 11 11 description11
13 12 12 description12
14 13 13 description13
15 14 14 description14
16 15 15 description15
17 16 16 description16
18
19

CircuitDescriptionTemplate 1595246260341 - Excel

)
General | % [Nomal
)
§ - 9% » < Conditional Formatas| Neutral
Formatting - Table -
Number n
| J K L M/

Note: Circuit information submitted via spreadsheet for any DNM bulk change request must be entered in a
DNM spreadsheet template format. If data does not match the Template format provided, the sheet will not

be uploaded.

verizon’

Dynamic Network Manager

& Bulk Operations

Create New Jcb Jobs i Prograss

Home Network  PolicyManagement AP1  Reports

Compisted Jobs:

CZZ 1 D C @ Helio Rajeev -
Q

Settings

Gincuil Baseriation

Circuits.

OR

Drop file hers, or click to select from your computer,

—

After the Excel file (or your manually entered list) has been entered, Click Upload.
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Home Notwork PoicyManagement API Reports [}

< Bulk Operations

Create New Job o i Prugress Completed dobs

Settings

Circuits

lidating. Note that duplicate ircuit 105 have been remaved

CireutiD PuCID Description

/®

= )
(o= Glick

Validate

Confirm Validation

Confirm Vi

= =

Click Confirm Validation.

verizon’

48



Rajee
Home MNetwork  Policy Management AP Reparis
< Bulk Operations
Creste New Job ol in Progress Gompieted Jobs
b [— F—
m 030
Q
Cirestin orderi0 Onder St
oz .
caazd

Completed Tab displays the jobs that have been processed.

Bandwidth, CAR, profile - change with preset speeds

verizon’
Dyremic Netwark Marager Home Network PolicyManagement APl Reports
¢ Bulk Operations
Create New Job

Jabsin Progress Completed Jobs

Settings

D)

D 2 0 O @telo, e

a

‘Buk funcionalfty supperts single VRF change crly*

i, CAR, rofie - Change with pre-sef speeds

Select

v

Enter Bandwidth, CAR and Profile selections in drop down menus.
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verizon’ CD 0O O el Rajeey -
Dynernic Network banager Home Network Policy Management AP Reports q

< Bulk Operations

Croate New Job o I Progress Gomplated Jobs
] T r——
Settings
Selectan st san 5 Reakime (22 g e
Bancwken, GAR, rofi - Chisnge with pre-set spesds v 2000 Kaps v s2Kops v o

Plonss Seiact Eiher Sanwicin o £F Reainme Car and Egress Profle

Click the Circuits bar to search & select circuits for Bulk changes.

= 0 O O @ vl Rajees ~
verizon’ -
Dymaric Natwork Managar Home Melwork _ Poloy Management API  Reports

¢~ Bulk Operations
Croate New Jots dobs in Progress Gormgieted Jobs
Unect A1
oo - B EF PalTins AR Eorees Prosis
P
Greun PGo VPt Nama S o €F PalTims AR Eqrean e
D VP Nama Eansuiss EF FaaTina CAR Egna ot
VPN Name Banwizr. EF FealTine CAR Egrom Frotie

. ] conarzes, susems « | essrasr, sanconz

)

Click Upload to submit circuits for Bulk Changes.
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& Bulk Operations

Greate New Job. Jobs n Progress Completed Jots

Settings

Banduith, CAR, Prafie - Change with pre-sat spesds - 2000 Kops ~

Circuits

Selected circuits are listed below. You may modi

t before validating, Mote that

ircuit IDs have been removed.

P e et NewPetoned | o e —

conses

NRALDALOGD!

Click Validate.

Confirm Validation
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Click Confirm Validation.

mz-w —_— "
Oymamic Netvork Mansger Home Netwosk  PolicyManagement  API  Reports s Q
<~ Bulk Operations
Create Now Job Jobs n Progress Gompleted Jobs
Jobid Username Total Orders Onders Completsd
270 ccom qut devs 9 1 b aton
Pl sh button to get the updated status. =
Failod (1) Success (4)
Banduid et
v Q
Ciresti0 e Massige
apmsor azz8s04 0 Geps Oktes o S data ot kund 7 ®
s 2 o +
(5 e st
3 ' +
o +

Important Note: DNM will send you an email confirmation when all submitted circuits are processed after the
Confirm Validation step. If, however, you go to the Jobs in Progress tab to review status before receiving the
DNM email, then hit Refresh to see the most current list of validated circuits (or hit Refresh All for in-
progress status of all active requests). DNM processes circuit validations in batches so you may need to hit
Refresh/Refresh All several times. Click Revalidate after making corrections (or deletions).
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verizon’

[
Dynamic Network Manaoes Home MNetwork PolicyManagement APl Reparts (=
<~ Bulk Operations
Crost Nam ot e ———

()
Jobld Date Created Unername Total Orders. Qrders Completed Operation
Piease click an refresh button to get the updated status )
rasatn) Froeeeeryy
Q
T ——
prawen e CarmParooess MewPotipms | Con
csesaet 554280 EMops BKbps G o
- - ongs e ™ 7]
© 200Mips 1300 ke 7]
1595 Kops. R 7]
/ (D wweomn

Click Place Order once Revalidation is complete.

This is the final step to entering the bulk change request.

¢ Bulk Operations

Coosaew o recer— F——
(=)
o p— [ p— e—
Please click on refresh button ta get the updated status. ()
Failed (0) Success (&)
" Q
p— e e Rt PR st
coaserm . Kies @ 5]
cronasio 900967 f0meps woos m B
coners - 200Meps 00 Kt @ 5]
conzaim s0s221 1538 Kops 384 Kops B

Success tab shows circuits that have been successfully submitted.
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Bandwidth, CAR, profile - upload excel with custom speeds

DNM allows you to drag & drop an Excel spreadsheet into DNM with your defined circuit changes. This
spreadsheet must be in the same format as the accessible DNM Excel template.

G2 0 @ O @ Hello, Rajeev -
Home Melwork  Foley Managoment AP Roports - §

<~ Bulk Operations

Create New b Sabs in Progress Completed Jabs

ik fumcecnaiey supports sige VR charge oy

Settings

Banduiih, CAR, Prafile

Circuits

Drop file hare, or dlick 1o select from your computer.

Click Upload after dropping the Excel file into DNM.

HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW

o x .
fl, o6 Cut Calibri “fn - &K

) - EPWrap Text General - I ? # | Normal Bad
1 Copy - L -
Paste

- w0 2 Conditional Format as| Neutral Caley
¥ Format Painter % 40 L

BIU- - &-A- = 3= EMerge & Center - § - % »
-9 E= Merg “ “ Formatting = Table =

clipboard ] Font 0 Alignment ¥ Number J Styles

A B C D E F G
1 DO NOT CHANGE THE HEADER INFORMATION - SPECIFY ONLY INVENTORY
2 Circuit ID PVCID i idth Unit |EF Realtime CAR |EF Realtime CAR Unit |Egress Profile
3 | <<Enter Circuit ID=> | <<Enter PVC ID>> 0|select 10| Select select

-
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DNM speed change template

[ Commented [BAM1]

: Need a new picture

verkzon’ T T O e
Dyrsseric Metwork Manioé Home Metwork  Policy Management  API  Reports Q
<~ Bulk Operations
Groate b Joo Joks in Progesas Gomploted doos
P— Bk functionaaty SUppots Singe VR change
ecet ~
Circuits
Selected circuits are lsted below. You may madify your circuit st before validating, Nate that duglicate circuit 105 have been removed.
Q
CritD PrciD CurratPort e e Bort ot ComontSFReaime Statur
@ @ v
@ @ v
165 K A @ v
- 384 Kaps & 2® o
& oo 8 Kopm @ F@ e

When finished editing, click Validate.

Confirm Validation

Canfirm Vatdation p

Click Confirm Validate.
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Dynanic Netwoek Manager Home Nestwork PolicyManagement APl Reports - “

« Bulk Operations

Creata New i Joba i Progress Compleind Jobs
sobia [— [r— — [Sr— operation
20 [ [ . [T -
Pl cick on efresh buton to ge the updated stats =

== Fo—

PR — e fo the fllowing dru

n Q
Gt o [re—
- sazas0s e orns @ 8t datarot ot 7 ®

2 0 U Mooty Bandwio

3 ' Bl Moty Barvdwicm Yol

120 082148 1 o Bl Mocity Barduics

¥
\
—(Dwwem
+

Important Note: DNM will send you an email confirmation when all submitted circuits are processed after the
Confirm Validation step. If, however, you go to the Jobs in Progress tab to review status before receiving the
DNM email, then hit Refresh to see the most current list of validated circuits (or hit Refresh All for in-
progress status of all active requests). DNM processes circuit validations in batches so you may need to hit
Refresh/Refresh All several times. Click Revalidate after making corrections (or deletions).

— 0 ® O ®relo rajees~
N —— Home  Metwark ~PolicyManagemont APl Reports Ser Q4

< Bulk Operations

[—— rropr— Complted Jobs
b — [ = [r— [
20 R0 074851 [ 3 [T ———
Fesse cick on refesh burtan to ge the updated sats. =)
Faasa (1) ey
Bulk Maclfy Bandidth Validation susceedd forthe following ccits
n Q
p—t PCID Casrant Port Sgwed  ew Port Speed W"‘” S —— w“"*' TS EgroeaProflie
[— J— . &
. - w &
e [— 351 ki a a
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Click Place Order once Revalidation is complete.
This is the final step to entering the Bulk change request.

Bulk subscriptions

Bulk subscription changes work very similarly to single changes that are made in the “Preferences” section
displayed for individual circuits. Alternatively, here you can apply changes to multiple circuits/VPNs.

verizon’

Dynamic Network Manager

Home  Network

PolicyManagement  API Reports

CZD 1 ® O @ Hello Rajeev~

Q

< Bulk Subscription

Uriization Notfications ~ Circult Change Notfications

Select - /
Current Subscriptions a

(1 circuitid VPN Service ID Recurrence High Alert Status

] cotsrs2 ves-yns-orch-inira 123555363 DAILY 30% .

O cowers2 E2EMARIT-USA-NVDQ143 120855063 DALY 0% .

® Susscribed ot Subscribed
&
verizon’

Dynamic Network Manager

< Bulk Subscription

Utilization Notifications  Circuit Change Notifications

Select ~

Select

E2E-MARTT-USA-NVDQ143 VRN

VPN-JULTE-SIT-01

VPN-Jun1BM-163

verizon’

Home

EchsiMNC ves-vns-orc-infra
RadLabG20rch EZE-MARIT-USA-NVDQW4
TwsdhnK
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& Bulk Subscription

Utilization Circuit Change
Twsdhnk
Circuit List ar Q
O Circutio PvC Service ID Port Speed High Alert Street Address City, State Country Status
E 5008383 16341251 82423582 1536 Kbps 8239 WQOQAWHM VLFJY SP VSTAKXRHXIYL. W usa
[0 css553193 80111434 85206452 1536 Kbps 1848 VQUDJYTC DF FA FSPZIUR, OZ usa
O cossass 5956170 117718343 1000 Kbps 400 INTERNATIONAL RICHARDSON, TX UsA
PKWY?
O comssy 5055065 117015098 10 Kbps 1800 W 7THST FORT WORTH, TX usa
[0 cosersz 5957706 123555363 200 Mbps 30% 1600 W 7THST FORT WORTH, TX UsA )
[ C1067115 5967622 133448095 4 Mbps. 400 INTERNATIONAL PKWY RICHARDSON, TX usa
[J ENRALDALOOO! VCP_121951049 2 121951049 1Gbps 5959 N BTDXD CVY TFGTIY@VMHEH, UV usa
E WANSB795 596001 991336827 34.386 Mbps 123 MISSION ST SAN FRANCISCO. CA usa

Chat

(® )

Alert when or above:

Select v of utilization

Select one or all listed circuits to submit for Alerts/Notifications subscription.

Subscribed Not Subscribed

Dymamic Netwark Manager Home Metwork Policy Management  API  Reports ! Q
< Bulk Subscription
Utilization Notifications  Circut Change Netifications.
Torch ~
Cirouit List -
Crait D P Pt Speed High Aot Sveel Adduss oy State Cauntry St
eaatzst 1538 Kope 235 WODAWHM VLRIY 57 VSTAKXRHYL W UsA
Bomazs 5200452 1530 Kops 1848 VQUBIYTC DF FA FSPZUR, 07 usa
®Suscrbed © Non SubsoreT
Start Dane f Time Zome i
Recunence P i P

Weekly Optians

D[] o

£nd Date

Tousiey

Mo £t Dsto

Eraattar Enaey

Schedule the desired frequency of Emailed Alerts.
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Modify Shaping adjustment

The Ethernet cards handle shaping and policing based on L2 overhead. In the case of Ethernet
encapsulation when shaping, the router does not include Inter-Frame Gap (IFG), Preamble, and Start Frame
Delimiter (SFD). When dealing with small frames, this overhead could be considerable. The marketed
Ethernet speeds and the transmission equipment assumes L1 payload. To adjust for this discrepancy, the
shaping rate on the PEs can be adjusted to compensate for the Ethernet overhead depending on the type of
service that the customer is buying (voice, voice/data combined, and data).

GircuitDotails E -

EF Boal Time Car- Port Speed

— , P— .

CEIP Address 1521771468 Shaging Prafie. % rs

acosss Typs ETHIOG tertace Hama TenGGED/IO/E / L]

‘Routing Pratocel BGP rs Access Speed 20 Mbps /
p— — /

Edit Shaping Profile

—

]
Click on & shaping profile in the details tab. The Modify Shaping Adjustment for Ethernet Overhead section
appears above the Site Details.

Select 76, 85, or 94 from the Shape PE departure data transmission to drop-down rundown.

Enter a Process Date/Time to plan this activity, if relevant.

Select a period zone starting from the drop list.

Click Schedule Order on the off chance that you are booking this for a future date.

Click Process Order to present your request. The Process Order Confirmation spring up shows up.

Click Accept to recognize that the solicitation may affect your system and that you oversee rolling out any
related improvements required on your client edge (CE) switch. You will get an email when the solicitation is
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finished. There is no restriction to the quantity of non-billable design changes that can be mentioned, yet
please permit 24 hours for changes submitted Monday through Friday to be finished. On the off chance that
a solicitation is made on an end of the week or US occasion, it will be handled on the following industry day.

Click Print to print a duplicate of your solicitation.

Modify Admin Status

]
Click # next to Interface Name in the Site Details. The Modify Admin Status section appears above the Site
Details.

Enter a Process Date/Time to schedule this job, if applicable.

Select a time zone from the drop-down list.

Click Schedule Order if you are scheduling this for a future date.

Select no-shutdown or shutdown from the New Admin Status drop-down list.

Click Process Order to submit your order. The Process Order Confirmation pop-up appears.

Click Accept.

Utiszation Alert Tharshokd

Tapaiogy

0%

H

Classof Service

ETH

Gt

CEIP Addruss

613822258

Serial0/N2/0/ 1121 -]

Acesas Type

El

Koz

Routing Protacol

BoP /
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Open Quick (Trouble) Ticket

Click the Headphone icon under Site Details. The Create Quick Ticket pop-up appears.

T~ Bulk Operations \ Export Y

Actions ~ g — -

Preferences f
Utilization Notifications
Change Motifications

Activation Status
@ Active

Cloud Services Other VRF

Feedback

When you open a ticket, the circuit ID for which you are viewing in the Site Details automatically populates.
Enter a different circuit ID, if applicable.

Click Next to verify service and enter the ticket information.
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Network Transit Delay

This section displays Verizon metrics for Network Transit Delay (Latency) between Private IP PE (provider
edge) devices. This is not a report but rather a listing of those metrics. You can see what Verizon’s Service
Level Agreements (SLA) Latency metrics are between the selected sites.

e e e e O D €

& | _sewen Gity by ascendrgrd

e

i)
.E'l
{.

Rl
Bz

%'

Select the region you want, if applicable. Then use the filters to view the region, country, or city that you want
to view on the map. By clicking on any Verizon PE location/city we can display the latency measurements
between that location and all other Verizon PE locations.
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You can also view Network Transit Delay for User VPN sites by adding a VPN site(s) and clicking to see the
relative transit delay metrics. In the below graph we added a user VPN site (Tokyo, Japan). By clicking now

on Tokyo, we can show its relative Network Transit Delay measurements between that location and all other
Provider Edge router locations.

Works v&hnc«mvadwkuvawLmv

i‘ Search SontBy v
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APPENDIX

Quality of Service (QoS) egress traffic profiles

PIP ETM general configuration, PIP STD, PIP data centric and PIP data/voice
combined

The egress QoS policies referenced in the table below are for customers using 50% or less of the EF/Voice
over IP CoS and are allocating more bandwidth for other applications, such as data and video.

Profile EF
Profile # AF4 AF3 AF2 |AF1 BE Comments
Identifie | Egres
r s
. o 50 4 39 ! 1] 4 | Default profile - balanced
- allocation
4 1 1
2 _G2 50 20 4 Video-centric #1
6 1
3 a3 | 0 129 81 2 video-centric #2
50 1 20 2 1 4 Data-centric with emphasis on
4 _G4 ot
bulk-transfer applications
50 1 60 6 1 4 | Data-centric with emphasis on
5 _G5 . N
transactional applications
1 4 Data-centric with balanced bulk-
6 _G6 50 40 1 4 transfer and transactional
applications
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Profile EF
Profile # AF4 AF3 AF2 |AF1 BE Comments
Identifie | Egres
r s
1 1 Data-centric with large
7 G7 50 30 5 percentage of unmarked (BE-
- marked) applications and bulk-
transfer applications
3 1 .
8 G8 50 10% 5 Balanced QoS w/ ample video
- for a 384K videoon a T1
50 2 30 3 1 Data-centric w/ balanced
9 _G9 applications (matches HSBC
policy)
1 2 Data-centric with large
50 20 5 percentage of unmarked (BE-
10 _G10 A
marked) applications and
transactional applications
3 2 1 -
50 20 Data centric with balanced
1 _GN )
allocation
50 6 1 5 Vid ntric/minimum control
12 G2 5% 0 centric um contro
traffic
50 1 40 3 5
13 _G13 Data balanced apps #2
2 2 1
14 _G14 50 25 Data balanced AF3/AF2 centric
2 2 4 - .
15 G615 50 10% Data centric with emphasis on

Scavenger/Standard data apps
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PIP ETM voice centric configuration

The egress QoS policies referenced in the table below are for customers using 90% of the EF/Voice over IP
(VolIP) CosS for VolIP and are allocating more bandwidth for other applications, such as data and video.

Profile # Profile EF 1 Ara| Ar3| Ar2| AFL| BE| comments
Identifier Egress
1 _RT 90% 40% 39% 16% 1% 4% | Voice default-centric
2 R2 0% | 48% | 20% | 16% | 129 | av | VOICE-centricand video-
centric #1
Voice-centri ideo-
3 R3 0% | 68% | 12% | 10% | 8% | 20 | VOice-centricandvideo
centric #2
Voice-centric and data-
o
4 R4 90% |  15% | 60% | 20% | 1% | 4% | cC

with emphasis on bulk-
transfer applications

Voice-centric and data-
5 _R5 90% 15% 20% | 60% 1% | 4% | centric with emphasis on
transactional applications

Voice-centric and
data- centric

with balanced bulk-
transfer

and transactional
applications

6 _R6 90% 15% 40% | 40% | 1% | 4%

Voice-centric and data-
centric with large
percentage of unmarked
7 _R7 90% 15% 30% | 10% | 5% | 30% | (BE- marked)
applications and bulk-
transfer

applications

Balanced QoS w/ ample
8 _R8 90% 30% 20% | 10% | 5% | 25% video for a 384K video
onaTl
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Profile # el EF Ara| Ar3| Ar2 | AF1| BE | Comments
Identifier Egress

Voice-centric w/
balanced

applications (matches
HSBC policy)

9 _R9 90% 20% 35% | 30% | 10% | 5%

Voice-centric w/ large

percentage of unmarked
(BE-marked)
applications

and transactional
applications

10 _R10 90% 15% 10% | 20% 5% | 40%

Voice centric with

11 _R11 90% 30% 20% | 20% | 10% | 20% .
balanced allocation

Video centric/minimum

12 _R12 90% 60% 5% 10% 5% | 20% :
control traffic

Voice/Data Balanced

13 _R13 90% 10% 40% | 30% | 5% | 15%
apps #2

Data Balanced AF3/AF2

14 _R14 90% 20% 25% | 25% | 10% | 20% i
Centric

Data-centric with
emphasis

on Scavenger/Standard
Data Apps

15 _R15 90% 20% 10% | 20% | 40% | 10%

Customer Edge (CE) configuration settings

STD QoS DPORT, and ETM to STD (customer managed)

The following configuration steps are specific to Cisco router platforms. For other vendor CPE, consult the
user manual with regards to changing the interface bandwidth speed.
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We recommend setting up an egress traffic shaping rate on your CE router's WAN interface according to
your changed QOS settings. Follow these instructions to prepare your router for Dynamic Port changes.

!
policy-map parent

class class-default

shape average <DPORT-in-bps>

!
The policy map needs to be applied to the WAN interface in the outgoing direction.
|
interface <WAN Interface>

service-policy output parent
|

For smaller and mid-size Cisco routers, the shape command uses a Tc default value of 25 milliseconds
if no Bc, and Be values are specified with the shape command. For Ethernet WAN circuits, we recommend
lowering the shape Tc value to 4 milliseconds and setting the Be to O to avoid buffering issues in the
transmission path.

If your router does not shape to layer 1 speeds (most Cisco routers will not), be aware that the layer 2
encapsulation overhead is added AFTER the router shaped the traffic to the configured rate.

We recommend lowering the shape rates accordingly, especially for Ethernet WAN circuits. For
Ethernet WAN circuits, our generic recommendation is to adjust the shaping speed to:

76% of your DPORT speed in case of pure VolP traffic (avg. packet size of 78 bytes)
85% of your DPORT speed in case of mixed data and VolP traffic (avg. packet size of 140 bytes)
94% of your DPORT speed in case of pure data traffic (avg. packet size of 404 bytes)
The recommended configuration is:
!
policy-map parent

class class-default

shape average <adjusted DPORT-in-bps> <adjusted DPORT-in-bps x 0.004> 0

!
Example:

For a Fast Ethernet WAN circuit with a selected DPORT speed of 60 Mbit/s on a Cisco 7200, and a
mixed VolP and data traffic pattern, the recommended values and configuration are:
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<adjusted DPORT-in-bps> : 60,000,000 x 85% = 51,000,000
<adjusted DPORT-in-bps x 0.004> : 51,000,000 x 0.004 = 204,000
!
policy-map parent

class class-default

shape average 51000000 204000 O

!
interface FastEthernet0/0

service-policy output parent
!

ETM QoS DPORT, DCAR, custom Egress, and STD to ETM

The following configuration steps are specific to Cisco router platforms. For other vendor CPE, consult the
user manual with regards to changing the queuing parameters. CBWFQ is typical for Silver CAR and
LLQ/Priority Queuing is typical for Gold CAR.

We recommend setting up a nested QOS policy on your CE router's WAN interface according to your
changed QOS settings. The outer (or parent) policy should shape all traffic according to your selected
DPORT speed. The inner (or child) policy should contain bandwidth allocations according to your selected
DCAR speed and Custom Egress profile. Follow these instructions to prepare your router for Dynamic CAR
changes.

!
policy-map child
class realtime
priority <DCAR-in-kbps>
police <DCAR-in-bps> conform-action transmit exceed-action drop
|
class priority
bandwidth remaining percent <% for AF4 according to selected custom Egress profile #>
random-detect dscp-based
class missioncritical
bandwidth remaining percent <% for AF3 according to selected custom Egress profile #>
random-detect dscp-based

class transactional

verizon’

69



bandwidth remaining percent <% for AF2 according to selected custom Egress profile #>
random-detect dscp-based
class general
bandwidth remaining percent <% for AF1 according to selected custom Egress profile #>
random-detect dscp-based
class class-default
bandwidth remaining percent <% for BE according to selected custom Egress profile #>
random-detect dscp-based
|
!
policy-map parent
class class-default
shape average <DPORT-in-bps>
service-policy child
!
The parent policy map needs to be applied to the WAN interface in the outgoing direction.
!
interface <WAN Interface>

service-policy output parent

For smaller and mid-size Cisco routers, the shape command uses a Tc default value of 25 milliseconds
if no Bc, and Be values are specified with the shape command. For Ethernet WAN circuits, we recommend
lowering the shape Tc value to 4 milliseconds and setting the Be to O to avoid buffering issues in the

transmission path.

If your router does not shape to layer 1 speeds (most Cisco routers will not), be aware that the layer 2

encapsulation overhead is added AFTER the router shaped the traffic to the configured rate.

We recommend lowering the shape rates accordingly, especially for Ethernet WAN circuits. For

Ethernet WAN circuits, our generic recommendation is to adjust the shaping speed to:

76% of your DPORT speed in case of pure VolP traffic (avg. packet size of 78 bytes)

85% of your DPORT speed in case of mixed data and VolP traffic (avg. packet size of 140 bytes)

94% of your DPORT speed in case of pure data traffic (avg. packet size of 404 bytes)

The recommended configuration for the parent policy is:
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!
policy-map parent
class class-default
shape average <adjusted DPORT-in-bps> <adjusted DPORT-in-bps x 0.004> O
service-policy child
|
EXAMPLE:

For a Fast Ethernet WAN circuit with a selected DPORT speed of 60 Mbit/s, DCAR speed of 10
Mbit/s, a G1 Custom Egress profile on a Cisco 7200, and a mixed VolP and data traffic pattern, the
recommended configuration is:

<DCAR-in-kbps> : 10,000
<DCAR-in-bps>: 10,000,000
<% for AF4 >: 40
<% for AF3 >: 39
<% for AF2 >:16
<% for AF1>:1
<% forBE>: 4
<adjusted DPORT-in-bps>: 60,000,000 x 85% = 51,000,000
<adjusted DPORT-in-bps x 0.004> : 51,000,000 x 0.004 = 204,000
!
policy-map child

class realtime

priority 10000
police 10000000 conform-action transmit exceed-action drop

|
class priority

bandwidth remaining percent 40

random-detect dscp-based
class missioncritical

bandwidth remaining percent 39

random-detect dscp-based
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class transactional
bandwidth remaining percent 16
random-detect dscp-based
class general
bandwidth remaining percent 1
random-detect dscp-based
class class-default
bandwidth remaining percent 4
random-detect dscp-based
!
policy-map parent
class class-default
shape average 51000000 204000 0
service-policy child
!
interface FastEthernetO/0

service-policy output parent

Glossary

Looking Glass is a no cost network statistics reporting functionality that is available to all Private IP
customers globally. It provides the ability to view only ‘Looking Glass' into your Private IP Network
parameter settings. The following Network Attributes are available for viewing:

e VPN Level Information
e VPN Defaults

e Site Information

e PE Interface Info

e CE Interface info

e Class of Service Info

e VRF Parameters
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BGP Routing Info
RIP Routing Info
PIP Static Routes

Site of Origin information

Configuration Parameter

Description

Multicasting RP Address

Multicasting Rendezvous Point Address

Multicasting MDT

Multicast distribution tree IP address

Apply Static RP ACL

Removes access list 20, only used by ICB for multiple static
rendezvous points

Multicasting VPN

Turn up new sites with multicasting

Multicasting Number of Routes

Multicasting number of routes

Multicasting Routes Threshold

Multicasting routes threshold at which to generate warning message

Change Admin Status

Do a shutdown or no shutdown to set the admin status on the
interface

MTU

Mean transmission unit

IP Verify Unicast

An anti-spoofing command, also needed on host sites with hub and
spoke topologies

VPN Topology

Type of VPN topology

Redistribute

Redistribute routes learned from
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Maximum Routes

Maximum routes for the VFR

Concord Enabled

Concord reporting enabled

Maximum Paths

Number of expected sites that will be sending out the same routes to
load share amongst

EIBGP Load Sharing

Allows for external and internal BGP load sharing

BGP Import Optimization

Make the PE import the paths learned via all the route reflectors

Default Info Originate

A method of sending out a default route across our network

OSPF Default Info Originate

Redistributes the default route from BGP to OSPF

Routing Protocol

Routing protocol between the CE and PE

BGP Remote AS

BGP autonomous system number for the customer network

OSPF Cost

OSPF costing for the interface

Timers Keepalive

Changes the default BGP keepalive from 60 seconds

Timers Hold time

Changes the default BGP hold time from 180 seconds

BGP Send Community

Allows customers to send standard communities to us and we will
send across the cloud

Allow AS In

Allows our own AS number to be seen by our PE routers x number
of times

Default AS Override

Replaces the customer's AS number with our AS number if source
and destination AS numbers are the same
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Replace AS

Replace our private AS number 65000 with our registered AS
number 1684 or a private one in range 64512-65535

Customer support & training

Customer support

Contact customer support for product and general platform questions or errors.

Contact your account team with any account specific questions on equipment or service, pricing
information, or adding additional users to Verizon Enterprise Center.

Click on your name in the top right corner of the screen. Click Contact Us & Send Feedback.

e US.Call1.800.569-8799 (M-F 9 AM - 6 PM ET).

e Live Chat: Icon located in VERIZON ENTERPRISE CENTER, Networx and Calnet Portals.
e EMEA Customers: 00 800 43215432.

e APAC Customers: apac.Verizon Enterprise Center.support@intl.verizon.com.

Training

Go to https://customertraining.verizon.com to enroll in training or to download user and other reference
guides. Log in with an existing login or create a new one.

2022 Verizon. All Rights Reserved. The Verizon name and logo and all other names, logos, and slogans identifying Verizon’s products
and services are trademarks and service marks or registered trademarks and service marks of Verizon Trademark Services LLC or
its affiliates in the United States and/or other countries. Microsoft and Excel are either registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries. All other trademarks and service marks are the property of their

respective owners.
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